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About the cover

Third-party involvement in breaches
was an ever-present subject in incidents
throughout this past year. Third parties
not only act as custodians to customers’
data, but they also underpin critical
parts of organizations’ operations.

Our incredible design team rose

to the challenge of representing

the balancing act an organization’s
security programs have to perform
with the growing dependence on
those third parties. If the impossibly
balanced shape on the cover makes
you uncomfortable, you have begun
to understand the challenges modern
Chief Information Security Officers
(CISOs) face in the current environment.

Throughout its “spine,” you can find
encoded the Incident Classification
Patterns that were most prevalent
in breaches in our incident dataset
(with the previous year’s data
oriented to the left of the center and
the current year’s data to the right).
The inner cover represents those
quantities in a less abstract way.

The shape might look too fragile to
continue standing, but the fact that
it is holding steady is a monument to
all the hard work and collaboration
that the industry has brought to
bear. With the proper amount of
collaboration, organization and
information sharing, we can continue
to strengthen cybersecurity efforts
and maybe have a good night of
sleep or two in the future as a treat.






INntroduction

Hello, and welcome to Verizon’s

2025 Data Breach Investigations
Report (DBIR)! We are thrilled to have
you with us for this, the 18th annual
installment of the DBIR. Whether you
are a longtime reader or this is your
first rodeo,! you will find within the
pages of this report a comprehensive
examination of the recent state of
cybercrime, along with insights on what
threats your organization may likely
face, who is behind them and what
you can do to help protect yourself.

This year, the Verizon DBIR team
analyzed 22,052 real-world security
incidents, of which 12,195 were
confirmed data breaches that occurred
inside organizations of all sizes and
types. This represents the highest
number of breaches ever analyzed in

a single report. These incidents and
breaches were provided from the case
files of the Verizon Threat Research
Advisory Center (VTRAC) team, along
with the generous support of our
global contributors, and from publicly
disclosed security incidents. Together,
these attacks represent victims from
139 countries around the world.

Although the threat landscape can vary
somewhat due to organizational size,
mission and location, there are always
certain overarching themes that seem
to predominate our dataset regardless
of any of these variables. This year is no
exception. Possibly the most obvious
and noteworthy among them is the role
that third-party relationships play in how
and why breaches occur.

While, to some extent, software vendors
have long played a part in unintentionally
increasing the attack surface for those
who use their products and services,
over the last two to three years, it

has moved from the occasional (and
typically minor to moderate) mishap to

a much more widespread and insidious
problem that can (and sometimes does)
have a devastating effect on enterprises.
In fact, this is the case to such an extent
that it made the cover visualization

for this year’s report,? and you will

find the subject woven throughout

this document.

From this foundation, we explore in
our “Results and analysis” section

the growth of the well-known edge
device vulnerability exploits that no
cybersecurity professional could have
failed to notice this year, along with the
adverse effects those vulnerabilities
can have on an organization’s security
posture and how they can further
complicate remediation efforts.

In our “Basic Web Application Attacks”
section, we examine in some detail

the issue of stolen credentials and
application and programming interface
(API) keys and what that ecosystem
looks like. In addition, in our stolen
credentials sidebar, we take a look at
the infostealer malware problem and
how it relates to bring your own device
(BYOD) practices. Finally, we would be
remiss if we did not mention the ever-
present problem of ransomware that
we discuss in our “System Intrusion”
section,* which grew yet again as

a percentage of breaches, while at

the same time declined with regard

to median amount of ransom paid.
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this is my first rodeo.”
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See the inside front cover for more information about the cover graphic.

Please feel free to come up with a catchier title and let us know what it is.

Who are we kidding? It is so ubiquitous that it rears its ugly head in practically every page of this report.
A complete list of all contributing organizations can be found at the end of the report.

Return readers may notice some slight
changes to the overall structure of this
year’s report. Notably, we revisited the
small- and medium-sized business
section (and how smaller businesses
compare to larger organizations),

and the Public Administration

industry snapshot was promoted

to its own section (now “Public
Sector” under “Focused analysis”).

And finally, as always, we wish to
extend our warmest gratitude to our
contributing organizations,® without
whose collaboration, civic mindedness
and expertise this report could not be
written, and to the outrageously talented
VTRAC team. A very sincere thanks,
as well, to our leader, Chris Novak,
Vice President of Global Cybersecurity
Solutions, for his continued support,
insight and guidance.

Sincerely,

The Verizon DBIR team
C. David Hylender, Philippe Langlois,
Alex Pinto, Suzanne Widup

Additional special thanks to:

— Abdul Abufilat, Darrin Kimes, Dave
Kennedy, Eric Gentry and Erika
Gifford from the VTRAC team

- Kate Kutchko, Marziyeh
Khanouki, Rahshid Aria and
Shubhra Kumar for their highly
valued data science support
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Summary of findings
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Exploitation of vulnerabilities (20%)

Phishing (16%)
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Figure 5. Known initial access vectors in non-Error, non-Misuse breaches (n=9,891)
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Figure 6. Ransomware action over time in breaches (n for 2025 dataset=10,747)

12. But was only avenged sevenfold

The exploitation of vulnerabilities has
seen another year of growth as an initial
access vector for breaches, reaching
20%. This value approaches that of
credential abuse, which is still the most
common vector. This was an increase
of 34% in relation to last year’s report
and was supported, in part, by zero-
day exploits targeting edge devices
and virtual private networks (VPNs).
The percentage of edge devices and
VPNs as a target on our exploitation of
vulnerabilities action was 22%, and it
grew almost eight-fold'? from the 3%
found in last year’s report. Organizations
worked very hard to patch those edge
device vulnerabilities, but our analysis
showed only about 54% of those were
fully remediated throughout the year,
and it took a median of 32 days

to accomplish.

The presence of Ransomware, with or
without encryption, in our dataset also
saw significant growth—a 37% increase
from last year’s report. It was present in
44% of all the breaches we reviewed, up
from 32%. In some good news, however,
the median amount paid to ransomware
groups has decreased to $115,000 (from
$150,000 last year). 64% of the victim
organizations did not pay the ransoms,
which was up from 50% two years ago.
This could be partially responsible for
the declining ransom amounts.

Ransomware is also disproportionally
affecting small organizations. In larger
organizations, Ransomware is a
component of 39% of breaches, while
SMBs experienced Ransomware-related
breaches to the tune of 88% overall.

2025 DBIR Summary of findings
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0% 20% 40% 60% 80%

60% of breaches involved a human element (n=10,798)

30% of breaches involved a third party (including software vulns) (n=7,956)

17% of breaches were Espionage motivated (n=8,045)

0% 20% 40% 60% 80%

100%

100%

Figure 7. Select key enumerations in breaches

Although the involvement of the human
element in breaches remained roughly
the same as last year, hovering around
60%, the percentages of breaches
where a third party was involved
doubled, going from 15% to 30%.

There were notable incidents this year
involving credential reuse in a third-party
environment—in which our research
found the median time to remediate
leaked secrets discovered in a GitHub
repository was 94 days.

We also saw significant growth in
Espionage-motivated breaches in

our analysis, which are now at 17%.

This rise was, in part, due to changes

in our contributor makeup. Those
breaches leveraged the exploitation of
vulnerabilities as an initial access vector
70% of the time, showcasing the risk of
running unpatched services. However,
we also found that Espionage was not
the only thing state-sponsored actors
were interested in—approximately 28%
of incidents involving those actors had a
Financial motive. There has been media
speculation that this may be a case of
the threat actors double-dipping to pad
their compensation.

2025 DBIR Summary of findings
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Figure 8. Percentage of non-managed devices with corporate logins in infostealer

logs (each glyph is 0.5%)

With regard to stolen credentials,
analysis performed on information
stealer malware (infostealer) credential
logs revealed that 30% of the
compromised systems can be identified
as enterprise-licensed devices.
However, 46% of those compromised
systems that had corporate logins in
their compromised data were non-
managed and were hosting both
personal and business credentials.
These are most likely attributable to a
BYOD program or are enterprise-owned
devices being used outside of the
permissible policy.

By correlating infostealer logs and
marketplace postings with the

internet domains of victims that were
disclosed by ransomware actors in
2024, we saw that 54% of those
victims had their domains show up in
the credential dumps (for instance, as
URLSs the credentials allegedly gave
access to), and 40% of the victims had
corporate email addresses as part of
the compromised credentials. This
suggests these credentials could have
been leveraged for those ransomware
breaches, pointing to potential access
broker involvement as a source of initial
access vectors.

2025 DBIR Summary of findings
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GenAl account credentials Personal Corporate, notintegrated

Figure 9. Percentage breakdown of GenAl service access account types
(each glyph is 0.5%)

As of early 2025, generative artificial
intelligence (GenAl) has still not taken
over the world, even though there is
evidence of its use by threat actors as
reported by the Al platforms themselves.
Also, according to data provided by one
of our partners, synthetically generated
text in malicious emails has doubled
over the past two years.

A closer-to-home emerging threat from
Al is the potential for corporate-sensitive
data leakage to the GenAl platforms
themselves, as 15% of employees were
routinely accessing GenAl systems on
their corporate devices (at least once
every 15 days). Even more concerning, a
large number of those were either using
non-corporate emails as the identifiers
of their accounts (72%) or were

using their corporate emails without
integrated authentication systems in
place (17%), most likely suggesting

use outside of corporate policy.

2025 DBIR Summary of findings
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The big picture

Hello, friends, and welcome to the “Results and analysis” section. This is where we
cover the highlights we found in the dataset this year. This dataset is collected from
a variety of sources, including our own VTRAC investigators, reports provided by our
data contributors and publicly disclosed security incidents.

Because data contributors come and go, one of our priorities is to make sure we can
get broad representation on different types of security incidents and the countries
where they occur. This ebb and flow of contributors obviously influences our dataset,

and we will do our best to provide context on those potential biases where applicable.

This year, we pushed even more boundaries on the data collection front and are
pleased to announce that, for this edition of the report, we have analyzed more than
12,000 breaches,” adding even more detail to the data corpus around ransomware'
and Espionage-motivated breaches.

In an attempt to be more actionable, we would like to use this section to discuss
some high-level findings that transcend the fixed structure of the VERIS 4As (Actor,
Action, Asset and Attribute) and expand on some of the key findings we have been
highlighting over the past few years.

It’s third party, and we’ll
breach if we want to.”

In the previous edition of the DBIR, we decided that it would be interesting to start
tracking a new metric about third-party involvement in breaches. We enjoy joking
about those occasions when we are wrong about “predicting” something in the
report, but we suppose it’s time to have a serious conversation about when we
are not. For this year, we found third-party involvement of some sort in 30% of all
breaches we analyzed, up from roughly 15% last year. Figure 10 provides a tonally
deaf, party-themed glyph chart illustrating that amount, while Figure 11 reveals the
distribution of those patterns in those types of breaches.

Yy aee 'TY]
1 [ [~
ass aae YY) aee T
- _— [~ ] [~ [~
444
[
ddd YY) YY)
1 [ ]
Ty aee Ty}
L L ] L ]

Figure 10. Percentage of third-party involvement in breaches
(each glyphis 2%)

13. Take that, footnote 11 of the 2024 Data Breach Investigations Report! We did analyze
more breaches than you!

14. As if we needed any more of those

15. You would cry too if it happened to you.

Hey kids, no name-
calling please.

Longtime readers are likely
aware that the DBIR team has
always taken the position that
we will not “call out” specific
cases in the report and will
refrain from including any text
that would allow for inferring
victim information. This is very
much still the case; however, for
large-scale, publicly disclosed
campaigns that affect very
high numbers of organizations,
we may refer to the campaign
by its most commonly used
terminology in the report to
avoid confusion.

2025 DBIR Results and analysis
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Credential
giveaway,
no purchase
required

Although the old-fashioned usernames
and passwords are what we think of
when we talk about credentials, there
are actually a variety of additional
types of credentials that can also
provide attackers with access to our
environments. Considering that these
types of credentials, or secrets, are
commonly used by system admins
and developers, it’s not surprising that
these secrets sometimes accidentally
end up in public code repositories.
Depending on various configurations,
some of these secrets can indeed
provide attackers with direct access
to environments. To break these types
of credentials down, we grouped

them into a handful of categories:

* Web application infrastructure:
secrets that could provide access to
web applications or are foundational
to how web applications protect data

« Development and CI/CD secrets: the
type of secrets that enable access
to code repositories or infrastructure
that are used for continuous
integration (CI) and continuous
deployment (CD)

¢ Cloud infrastructure secrets: tokens
or access keys that allow access
to cloud environments, typically for
administrative purposes

+ Database connections: secrets that
are used to authenticate to databases

* Misc: everything else, which could
include private Secure Shell (SSH) keys

0% 20% 40% 60% 80% 100%

Web application infrastructure (39%)

Development and CI/CD (32%)

Cloud infrastructure (15%)

Database (5%)

Misc (5%)

0% 20% 40% 60% 80% 100%

Figure 12. Top categories of exposed
secrets in public git repos (n=441,780)

Figure 12 captures the types of secrets
that have been caught by scanners
actively looking for secrets within
public code repositories. One of the
more surprising findings is that there
are a high number of GitLab tokens,
representing 50% of all development

and CI/CD secrets that are being leaked.

For many organizations, code
repositories are seen as one of their key
assets, and they just might be exposed
by one of those stray tokens.

These API keys or other types of
secrets, since they might be able

to bypass traditional authentication
processes, can expose an organization’s
key data, as we saw in the Snowflake-
related breaches. Some other important
findings of this research are:

» Web application infrastructure
makes up the highest percentage of
disclosed secrets (39%).

» 66% of disclosed web application
infrastructure secrets are JSON Web
Tokens (JWT), commonly used in
authentication, session management
and access control mechanisms.

* 43% of disclosed cloud-infrastructure
secrets are Google Cloud API keys.

All of this can provide a wide buffet of
credentials for threat actors to choose
from, and the next mass leakage from

a third-party provider platform could
come from one of those myriad types of
authentication tokens. Figure 13 gives us
an idea of the exposure window, where
the median time to remediate discovered
leaked secrets on a GitHub repository

is 94 days, courtesy of one of our

data contributors.

162 day(s)

50

100 150

Figure 13. Distribution of days to remediate leaked secrets in git repositories

(n=141 — each dot is 0.70 events)

2025 DBIR Results and analysis
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But given how thoroughly some of

those providers are ingrained into an
organization’s business processes, the
act of simply replacing them is easier
said than done. Sometimes there are
not even reasonable alternatives, or you
find yourself in a playing field where all
of the providers share similar issues. But
instead of just lying down on the floor and
crying,®° here are some high-level ideas
on how to help mitigate risk on some
common cases of partner relationships:

* Vendor in your software
supply chain: The traditional
recommendations regarding
vulnerability management and network
segmentation always apply. If you
can't patch fast enough—and believe
us, you really can't—keeping devices
away from the open internet helps a
lot. But we are keenly aware of how
that recommendation doesn’t really
work for edge devices, including those
frequently targeted this past year.

¢ Vendor hosting your data in their
environment: Focusing on how
secure and resilient their hosting
and operational environments are
is probably the best strategy.
Of course, risk questionnaires are
a part of evaluating those vendors,
but a growing number of solutions
in Third-Party Cyber Risk
Management (TPCRM),3! especially
ones that analyze internal security
controls, should provide more
quantifiable insights.

* Vendor that connects to your
environment: There’s not much
of a trick to this one either. Ensure
comprehensive network segmentation
and network access control in cases
where there is a direct network
connection. Also, implement strict
authentication policies, including
password complexity, APl key aging
and MFA, that may need to be even
more extensive than employee-
focused ones.

30. Or in addition to. Nothing like a good cry sometimes.
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Figure 14. Human element involvement over time in breaches

At the end of the day, there is no simple
or infallible method of avoiding some

of the threats we discuss in this report.
Additionally, when one considers how
daunting the task of securing your own
environment against so many dangers
can be, it seems obvious that we can
only effectively achieve a reasonable
level of security in this heavily connected
world through effective collaboration.
Holding vendors accountable is certainly
part of the equation. However, it is only
through collaborating with transparency
and increased information sharing3? that
organizations can build good structured
frameworks for threat modeling, and

as a result, make better and more
sustainable decisions for safeguarding
their data and the customers they serve.

It’s elementary,
my dear human.

It should come as no surprise for even
the most casual reader of cybersecurity
reports that breaches involving humans
were responsible for the majority of the
cases we reviewed.

31. Wow, industry analysts really had a field day with this acronym.

32. Values we hold very dear here in the DBIR.

33. That vulnerable software you had to coordinate patching for in multiple all-nighters

did not, in fact, write itself.

34. This used to say “Pedantic” before editing. We would never say anything bad about our loyal readers!

35. The human element strikes again!

All breaches involve humans to some
degree,®® but we contrast this metric with
fully automated exploit chains or hacking
activity leading to a breach, in which a
human was not a “gating factor” in one

of the actions.

So if someone from your organization
unintentionally picked up the phone,
clicked on an email, visited a website or
had to be involved in any way for a breach
to progress, please continue reading!

Figure 14 shows the progression of

this metric over the last few years.
Eagle-eyed3* readers of the 2024 DBIR
might notice that the value we have for
2024 is lower than what we printed

last year. We have reclassified some of
last year’s ransomware breaches from
Extortion (which is a social action) back
to Ransomware, due to the fact that they
had erroneously®® affected this metric.
Those breaches, mainly involving non-
encrypting Ransomware in which the
ransom was requested against disclosing
the data (not decrypting the data), were
automated, and as such, not eligible for
this calculation.

2025 DBIR Results and analysis
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0% 20% 40% 60% 80% 100%

Human element breaches from
Credential abuse (32%)

Human element breaches from
Social actions (23%)

Human element breaches from
causing Errors (14%)

Human element breaches from
interacting with Malware (7%)
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Figure 15. Select human element
component enumerations in breaches
(n=10,798)

As we leave our past behind and
embrace a new era with slightly more
precise calculations, we see the human
involvement in breaches at 60% this
year, as opposed to 61% last year, which
equates to approximately the same thing
within our usual 95% confidence

level tolerance.

But that is not the part we would like to
focus on. The gentle drop since 2022
seen in Figure 14 reinforces another
trend we have been talking about since
last year3® —the greater involvement

of the exploitation of vulnerabilities as
an initial access vector for breaches.
The prevalence of zero-day remote
code executions in ransomware and
Espionage-motivated campaigns has
been increasing the automation level
of those attacks, first with file sharing
servers as a focus in 2023 and then
with edge device vulnerabilities
throughout 2024.

36. And will touch on again later in this section
37. Unless you're really having a bad day

Speaking of more precision, Figure 15
presents the human element breaches
broken down by their high-level
components. This should provide more
clarity on what solutions and controls
organizations should be focusing

on if they want to help address

this opportunity.

The names should be self-explanatory,
and it will not surprise you to learn

that there is a non-trivial overlap
between social actions (where
Phishing or Pretexting might steal

a credential) and the subsequent
credential abuse. Errors do not usually
overlap with anything else,*” and for
malware interactions, we consider
executing attachments from emails

or downloading from websites, which
might sometimes be coupled with a
Baiting or Pretexting action from social.

This overlap might be a bit daunting
at first, but looking on the bright side,
it's not every day we get two (or more)
chances of righting a wrong.

More information on controls to address
those potential issues can be found in
the patterns section, under “System
Intrusion,” “Basic Web Application
Attacks” and “Miscellaneous Errors.”

Edge cases
in our initial
access analysis

And in our usual poetic fashion, we
end our “big picture” section at the
beginning. The beginning of the
breaches, we mean. We have been
tracking the initial access vectors in
breaches for a few years now, and
this past year it was broken down
further to provide more specificity
upon which types of assets all these
initial actions were occurring.

We have also refined our analysis in this
metric, so as to make each vector totally
exclusive. There was some overlap
between our exploitation numbers and
credential abuse numbers in some

of the very complex breaches, and

we are now taking that into account.
That didn’t change the values of the
exploitation of vulnerabilities or Phishing
for the previous years, but Use of stolen
credentials for the 2024 DBIR in this
new formulation is down from 38% to
31%, still more than double that of each
of the other vectors separately.

The top-level finding is the continued
growth of the exploitation of
vulnerabilities as an access vector,
overtaking Phishing and claiming the
second place in our charts. We note,
as we have in years past, that there is
always some hidden correspondence
or transfer between our numbers

in credential abuse and Phishing.
Sometimes incident responders
cannot find the original source of the
credential that was used to get the
initial access, and there is always the
possibility it came from a previous
Phishing incident that was unnoticed
or took place outside the purview

of the organization’s visibility.

2025 DBIR Results and analysis
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But that uncertainty doesn’t take away
from exploitation of vulnerabilities

being present in 20% of all breaches

we analyzed—a 34% increase from last
year. This also brings it very close to

our current Use of stolen credentials
amount of 22%, which is down from 31%
from the past time period. Phishing is
just chilling around 15% again. Figure

16 visualizes this nail-biting result.

Credential abuse is still a major
concern, of course, and you would be
seriously remiss to discount it. If we
add up the numbers with Phishing,
which will frequently lead to credential
abuse in the following step, non-
vulnerability vectors are still the norm.

Regardless, we can draw a very straight
line from this exploitation of vulnerability
growth to the deluge of edge device
vulnerabilities that plagued defenders
throughout 2024. This tactic has

been leveraged successfully by both
ransomware operators and Espionage-
motivated threat actors with

great success.

40%

30%

20%

Phishing

In fact, exploitation of vulnerabilities as
an initial access vector for Espionage-
motivated breaches goes as high as
70% in the analyzed time period. If
you needed any more confirmation

on what all of those exploits are

being used against, look no further
than Figure 17, where we break down
the exploitation of vulnerabilities

by their most common vectors.

That result of 22% in VPN and edge
devices is almost eight times the
amount of 3% found in last year’s report,
illustrating the challenges defenders
have been facing with securing those
devices. Exploitation of vulnerabilities via
Web application still figures prominently,
as we also had some vulnerabilities
affecting management consoles of
firewalls and other security devices that
would be represented in that category.
All'in all, those findings reinforce the old
adage that “any device can be an edge
device if you are brave enough.”

b ) ﬁitation
—_— of vulnerabilities

0%
2023

2025

Figure 16. Known inital access vectors over time in non-Error, non-Misuse breaches

(nin 2025 dataset=9,891)

0% 20% 40% 60% 80% 100%

Exploitation of vulnerabilities via
Web application (42%)

Exploitation of vulnerabilities via
VPN and Edge Devices (22%)

0% 20% 40% 60% 80% 100%

Figure 17. Select exploitation of
vulnerabilities vector enumerations
in non-Error, non-Misuse breaches
(n=1,930)

Not much more to be said here, apart
from make sure your organization
understands well the exposure you
have to the internet. Make sure to
prioritize patching those devices that
really, absolutely, no-doubt-about-it
must touch the outside world. We will
be spending more time ruminating
about vulnerability management

in the “VERIS Actions” section.

2025 DBIR Results and analysis
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VERIS Actors

In VERIS parlance, (threat) actors

are how we describe the “who” of an
incident, in order to better understand
where the pressure is being applied
upon the vulnerable attack surfaces

in your organization. And very much
unlike a relaxing massage in a spa, the
pressure that is being applied to your
surfaces won’t benefit you and can lead
to the incidents we are describing in
this report. You won’t have time for the
sauna afterward either.

It has been our privilege since the
inception of this report 18 years ago

to report that External actors are still

at it and causing more trouble than

your Internal actors or your Partners
combined. We had something of an
increase in Internal actors last year due
to an uptick of Error breaches, but those
are back in line percentage-wise, due to
an increase of, well, almost everything
else. Figure 18 describes our findings
for this year.

0% 20% 40% 60% 80% 100%
External (81%)

Internal (18%)

Partner (1.2%)

}

Multiple (0.3%)

%

0% 20% 40% 60% 80% 100%

Figure 18. Threat actors in breaches
(n=12,063)

The External actors focused on our
more recognizable incident patterns,
with a huge emphasis on System
Intrusion, while Social Engineering and
Basic Web Application Attacks also
had a strong showing, as you can see
in Figure 19. As for the Internal actor-
caused breaches described in Figure
20, we found that the occurrence of
Miscellaneous Errors (unintentional
mistakes) happened roughly 2 to 1in
relation to Privilege Misuse (nefarious
schemes from insider threats). Of

all those internal actors mentioned
previously, most were End-users (9% of
all actor varieties) and were dominated
by cases of Misdelivery (72% of action
varieties involving End-users).

All of these results are relatively on

par with findings from previous years;
however, this section in 2025 is not
completely without novel things to

say. When analyzing what motivated
our external actors to be less-than-
upstanding citizens of society, we have
seen a significant growth of Espionage-
motivated breaches, which almost
tripled (163% increase) in relation to the
prior analysis period (Figure 21).

0% 20% 40% 60%
System Intrusion (65%)

Social Engineering (22%)

Basic Web Application Attacks (14%)

Other (9%)
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Figure 19. Patterns in External actor
breaches (n=9,754)
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Figure 20. Patterns in Internal actor
breaches (n=2,199)

0% 20% 40% 60% 80% 100%
Financial (89%)

Espionage (17%)

80%  100% .

Other (0.6%)

}

0% 20% 40% 60% 80% 100%

Figure 21. Threat actor motives in
breaches (n=8,045)
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We have already explored this new
development this year in the initial access
vector discussion at the beginning of

the “Results and analysis” section and
will revisit it again later in this section as
we explore vulnerability management
data. Regardless, one of the takeaways
here is that those are two very important
Action varieties to keep track of, as they
are often in our top initial access vectors.
Whomever wins, we lose.5'

Now let’s turn our attention to the

big (and encrypted) elephant in the
room, Ransomware. Not only did it
overtake our most common action

in breaches, the reigning champion
Use of stolen credentials, but it also
approached DoS as a percentage in all
incidents recorded, which would have
been unthinkable last year. Figure 26
illustrates this feat.

Ransomware is present in 44% of all
the breaches we reviewed, up from 32%
last year. On the incident side, it’s also
up and is present in 31% of them, an
increase from a less-impressive 14%
last year.

Those large Ransomware numbers
include both the “traditional encrypting”
Ransomware kind and the “pure-
extortion, non-encrypting” kind, which
we classified as Extortion in the 2024
DBIR. We have reverted those Extortion
entries back to Ransomware in our
dataset for simplicity and clarity’s sake,
as those types of breaches continue to
be referred to by the majority of folks by
the original name.
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Other (35%)

Manufacturing (31-33) (17%)

Professional (54) (15%)

Healthcare (62) (7%)
Wholesale (42) (7%)

Public Administration (92) (6%)

Retail (44-45) (6%)

Finance (52) (6%)
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Figure 27. Top industries victim to
Ransomware breaches (n=4,178)

Regardless how we classify it,

it’s definitely not a controversial
statement to say that Ransomware

is a scourge of our lives as stewards

of our organization’s security. And as
Figure 27 demonstrates, it does not
discriminate on the industry verticals

it affects. We'll be talking (much) more
about Ransomware and its impact in the
“System Intrusion” pattern section.

51. Cinema buffs will recognize this expression as a fair-use variation of the poster tagline for the early
21st-century classic “Alien vs. Predator,” a timeless tale of courage in the face of adversity setin an
abandoned arctic station. It encapsulates the metaphor appropriately.

52. It’'s rule number two in the Statistics Scout Book!

53. The VERIS Discovery Method most prevalent in Ransomware, in which the threat actor notifies the
victim (and everyone else at the same time) of the breach by way of dropping the ransom note.
54. For the non-Portuguese speakers out there, “rir” means “to laugh,” which is also infinitely amusing to

your Brazilian-born author over here.

Too much of a
(bad) thing

As we are duty-bound to
discuss bias®? here in the
report, it’'s worth mentioning
that we, as a community, may
have gotten a little too good

in documenting and capturing
Ransomware breaches. The
Actor disclosure® being the
main discovery variety for those
breaches can make it very

easy to track and aggregate

a large number of victims that
have not negotiated or paid
their ransoms. Meanwhile, our
data contributors, ranging from
ransomware-focused incident
response firms to cyber
insurance companies, help us
fill in the gap for ones that might
have made the decision to pay.

All that to say, we actively chose
to sample the ransomware-
related data we had access to
and not ingest it in its totality

to align with other sampling
methods we have been fine-
tuning over the years. To let

it completely overwhelm our
dataset would transform this
document into the Verizon RIR%*
(Ransomware Investigations
Report), which doesn’t have

as nice of aring to it.

Of course, this is not to say that
we as a community should not
continue to do such a stellar
job documenting (and shutting
down) those threat actors,

but here is hoping that with
more availability of additional
incident reporting shared due
to regulatory pressure all over
the world, the DBIR can afford
the luxury of turning down data
of other types of incidents, too.
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Figure 29. CVE type resolution by remediation status

When you realize that the partially
remediated options have the highest
percentages compared to both of the
other vulnerability samples, this kind
of strategy becomes clear, and its
popularity undeniable.

As for the “Unremediated,” all we can
offer is a sincere “Good luck!” Given
the volume and frequency of which
those vulnerabilities were exploited, the
30% of unmitigated vulnerabilities will
have caused a lot of trouble for those
organizations throughout the year. One
possibility for this large number is that
it is likely organizations only have one
asset (or a few load-balanced assets)
of those kinds, so the fully remediated
versus unremediated becomes a very
binary affair.

i 32 days
°
@

155 days

222 days

(6] 100
Days frominitial notification by vulnerability scan

Figure 30. Distribution of the median of days until full remediation of vulnerabilities
in our edge device subset in a single company (n=431 - each dot is 2.15 unique
companies)
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The overall median time for full
remediation also shows positive trends.
For the whole CISA KEV catalog, the
median is 38 days for a company to fully
remediate one of their vulnerabilities,
while for our edge vulnerability subset,
the same figure comes up as 32 days,
as Figure 30 demonstrates. This is
another piece of evidence pointing to
the proper prioritization of remediation
of edge device vulnerabilities.

However, as teased a few paragraphs
ago, there is also bad news to share.
We have made the definition of our
metric of time to mass exploit a bit more
generous,®' in order to really have an
upper bound on those values. We are
comparing the day of publication in the
Common Vulnerabilities and Exposures
(CVE) database with the date of it
being added to the CISA KEV catalog,®?
since it’s likely that if it hit the KEV list,
the vulnerability is bound to have been
causing some damage already.

Even by relaxing our definition, Figure
31 shows that the estimate of a median
of five days for a CISA KEV vulnerability
to be mass exploited still holds from our
findings from last year. And even more
concerning, the median time for our
edge device vulnerability subset was,
you guessed it, zero. We didn’t need a lot
of math for that one because 9 of the 17
were published on the KEV list the day
of or earlier than their CVE publication.
Figure 32 makes that clear.

The work never ends. It seems futile in
the face of the odds, but it is very likely
that outcomes would be much worse

if mitigating measures were not being
taken. One must ask Camus if Sisyphus
would still find contentment and
fulfillment if his mountain was infinite, the
day unending. He is constantly denied
the period of solace and contemplation
on his completed task, even if for a
moment. If Camus is not available to
answer, perhaps we should ask a CISO.
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Figure 31. Distribution of difference in days between CVE and CISA KEV publication
(n=292 - each dots 5.84 vuins)
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Figure 32. Distribution of difference in days between CVE and CISA KEV publication
in selected edge device vulnerabilities (n=17 — each dot is 0.94 vuins)

61. Even though we seem to be being generous to the vulnerabilities themselves here, you do not, under any

circumstances, “gotta hand it to them.”

62. We have limited this analysis to vulnerabilities from 2022 onwards because the catalog was created in

November of 2021.
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VERIS Assets

Assets in VERIS document the
“what” of an incident, where the
nefarious threat actors perform
their dangerous actions®® and where
you should likely be considering re-
enforcing your control frameworks if
they were affected in the incident.

This year, and for quite a few years
before this one, Server is the most
common asset in a breach and is now
present in 95% of them (Figure 33).

If you have been reading those sections
in order®* and have seen the types

of Actions that have been the most
prevalent, you shouldn’t be surprised
either. It is followed by Person®® assets
and User dev(ices), which completes
our usual top three most likely targets
of an Action.
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Server (95%)
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Media (2.4%)
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Network (0.3%)
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Other (0.1%)
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Figure 33. Assets in breaches
(n=10,289)
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Figure 34. Top Asset varieties in
breaches (n=5,719)

63. Unless you are an Internal actor that was responsible for an Error action. You are as much a victim of the
complexity of technology as your employer organization. No intern blaming in this house.

64. We don't judge. You do you. Print all the pages, throw them in the air and go from there.

65. It's you! And me! Assuming | haven’t been replaced by a middling Al by now. Or maybe you are a
middling Al summarizing this document. What an empty and sad world that would be, no one writing

for no one. But we digress.

The Figure 34 breakdown of Asset
varieties provides us the additional detail
we need to have the full picture. Both
Web applications and Email servers are
very common targets of both credential
abuse-related actions (such as use of
stolen credentials and brute force) and
exploit vuln. This usually guarantees top
billing for them.

Of note here is the presence of Remote
access servers and the disappearance
of File servers in this chart. As the
targets for the vulnerabilities that got
top billing throughout the year shift,

so do our numbers, and we can see in
Figure 35 how the actions alongside
those types of assets concentrated
around Exploit vuln and the subsequent
Ransomware deployment as a part of
the breaches they are related to.

0% 20% 40% 60% 80% 100%

Ransomware (60%)

Exploit vuln (57%)

Use of stolen creds (39%)

Other (37%)

Brute force (29%)

Adminware (21%)

p
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Figure 35. Top Action varieties
alongside Remote access servers in
breaches (n=139)
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VERIS Attributes

The VERIS Attributes document

the “effects” of the incident on the
environment where it happened.
Every Action that a (threat) actor
takes on an Asset should affect
one of its corresponding Attributes.
They encompass the tried-and-
true CIA Triad®” of Confidentiality,
Integrity and Availability.

A straightforward DDoS attack or
automated defacement®® of a website
with an unauthenticated Content
Management System (CMS) would
each only affect one of those attributes
(Availability and Integrity, respectively,
for those following along at home).
However, any incident with even a
couple of steps will most likely affect all
of the different Attributes, as the overlap
of those in the top-most level of our
taxonomy is shown in Figure 36.
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Integrity (51%)
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Figure 36. Top Attributes in incidents

(n=21,987)
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Figure 37. Top Data varieties in

breaches (n=12,063)

Looks like we are not quite done with alliterations yet
Wow, remember those? Things used to be so simple.

This one includes data points such as U.S. Social Security numbers and government IDs worldwide that
could make it easy to abuse someone’s identity for any sort of fraudulent activity. It does not include the
embarrassing (but valid!) things you told your therapist in your last session.

Figure 37 shows the top Data varieties
compromised in breaches. We would
like to focus on the ones in which the
customer is the rightful owner, and the
object of potential data abuse when the
companies they trusted their data with
are breached. Personal data is obviously
the most common variety throughout the
years, but we would like to explore some
of the more specialized data types,

such as Medical, Bank, Payment and
Sensitive Personal.®®

From Figure 38, the growth of Medical
data as a compromised data variety is
worth pointing out. As the Healthcare
sector gets more and more attention
from ransomware operators, we see
this percentage increase. It was briefly
surpassed by Bank and Sensitive
Personal (the last of which we started
recording separately from Personal
starting last year) in the 2024 DBIR due,
in part, to all the MOVEit vulnerability-
related activity, which discriminated
very little by industry. Medical data

is now back to its (unfortunate)

first place in the specialized
customer-owned data varieties.
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VERIS discovery

method and timeline

We have been asked a few times over the
past couple of years to re-up our analysis
of the discovery timeline for breaches,
which had been left on the cutting room
floor of the report writing process for

a while. But fear not! Because we can
afford to write “External actors are the
most common category of threat actor
this year” every single year, and in the
hopes of appeasing the crowds, here

is a short analysis we can provide.

Discovery method analysis is suffering
from Ransomware as much as the
victims being affected by it. Given one
of the best sources of information

on ransomware breaches right now

is when the actors themselves post
on their dark web portals, the Actor
disclosure variety corresponds to
96% of all our discovery methods.

However, by setting it aside as we did
in Figure 40, there is some valuable
information we can glean around

the importance of monitoring your
environment for unusual activity and
training your employees to report the
same, helping to increase your odds
of stopping one of those breaches in
its tracks.
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Figure 40. Discovery method varieties
in non-Actor-disclosed breaches
(n=204)
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Looking at discovery timelines focused
on breaches not disclosed by the actors
themselves, Figure 41 shows that for a
couple of years now, our categorization
of “Weeks or more” has been very close
to “Days or less.” You can see the gap
narrowing since 2022, but all of those
are actually too statistically close within
this sample size for us to make any
statement from this analysis. It does
look pretty, though, and vibes are also
important in the research process.

Drilling down further, as presented

in Figure 42, it becomes clearer that
the median dwell time in non-Actor-
disclosed breaches has improved a
little in relation to what we found in the
2023 DBIR, being 24 days in our 2025
dataset as opposed to 30 days in 2023.
The difference between being in the
low 20s versus being in the low 30s
may not seem like much’ at face value,
but disrupting a breach a whole week
earlier can make a lot of difference in
an incident response process. But we
shouldn’t be resting (or dwelling) on
our laurels and should keep striving to
continue to get those numbers down.

2coe
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Figure 41. Discovery time over time in breaches

74. The DBIR team members who are in their 40s and 50s would beg to differ.

Figure 42. Distribution of dwell time in
days in non-Actor-disclosed breaches
per year (n for 2022=93 - 2.32
breaches/dot) (n for 2024=248 - 6.20
breaches/dot)
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Figure 43. Patterns over time in incidents (n for 2025 dataset=22,052)
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Figure 44. Patterns over time in breaches (n for 2025 dataset=12,195)

Lost and Stolen Assets Frequency 149 incidents, 122
with confirmed
data disclosure

summary Threat actors Internal (73%),

This pattern continues to trend External (24%),

downward in terms of the number of Partner (8%),

incidents and breaches compared to Multiple (5%)

last year. This is hopefully due to (breaches)

effective controls being put in place on

the assets, rendering the data Actor motives Financial (86%-

inaccessible even when custody of the 100%), Fun

item is lost. Medical data appeared again (0%-14%),

this year in the top data types affected Convenience/

in these breaches. Espionage/Fear/
Grudge/Ildeology/
Other/Secondary

What is the same? (0%-7%)
(breaches)

Assets are still far more likely to be lost

than stolen. The motive for theft is Data Personal (77%),

overwhelmingly financial gain, and compromised Internal (27%),

organizations need to have controls in Other (25%) and

place to handle assets going missing so Medical (19%)

as not to cause a breach. (breaches)
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System Intrusion

Summary

Attackers within this pattern continue to
leverage the tried-and-true tactics of
stealing credentials, exploiting
vulnerabilities and phishing to
compromise organizations for a variety
of different objectives. However, while
Ransomware continues to impact a wide
swath of victim industries (of all sizes),
there has been a recent decrease in the
percentage of victims who pay the
ransoms and a decrease in the median
amount of ransom paid.

What is the same?

This pattern continues to be largely
driven by ransomware, followed by
Espionage and Magecart infections.
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Frequency

9,124 incidents,
7,302 with
confirmed data
disclosure

Threat actors

External (99%),
Partner (1%)
(breaches)

Actor motives

Financial (85%),
Espionage (24%)
(breaches)

Data
compromised

Internal (85%),
Other (44%),
Secrets (25%)
(breaches)

Exploitation of vulnerabilities

o
PhishM/

2025

Figure 45. Known initial access vectors over time in Ransomware action breaches

(nin 2025 dataset=4,630)

77. Which was overrepresenting vulnerabilities like MOVEit

It would be challenging to publish

a DBIR without having a discussion
about one of its most persistent and
prominent patterns, System Intrusion.
For new readers, System Intrusion
encapsulates all the breaches and
incidents that leverage a diversity of
techniques, predominately hacking
techniques and malware, with a dash
of Social Engineering. Think of this
pattern as the “hands on keyboard”
type of attackers, in which they’re using
a combination of automation and craft
to breach organizations’ defenses

and compromise their environment,
largely with the purpose of deploying
Ransomware, which accounts for

75% of breaches in this pattern. The
remainder of the incidents found in this
pattern is split between Espionage and
a few other types of financially
motivated criminals.

Same tactics,
different year

When discussing Ransomware, it is
important to note that it really captures
the monetization of system access,

and that around 42% of breaches
involve compromised credentials,

an exploited vulnerability or the use

of phishing. Although the tactics are
similar, the scale upon which they are
being leveraged differs from year to year
(Figure 45). This may not be surprising
given the fact that in certain years,
widely exploited zero-days can be
dropped and used against thousands of
organizations over the course of a single
weekend. This type of activity accounts
for the large increase in exploiting
vulnerabilities that we witnessed

this year and the last year.

However, what we find interesting is
that while the number of exploited
vulnerabilities in Ransomware has
dropped from last year,”” it’s still much
higher than any of the previous years,
having doubled since 2022.
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This could be an indication that it may
become a more frequent tactic so
long as it continues to pay off. Another
interesting element is that we’re seeing
both state-sponsored actors and
financially motivated actors leverage
vulnerabilities as a common way to
compromise organizations, which
highlights the broad range of appeal
that these vulnerable systems have

to attackers.

Turning tides?

Based on our data, ransomware is
clearly still a preferred tactic, but how
much are those ransoms actually?

In the past, we have leveraged the

very detailed data of the FBI Internet
Crime Complaint Center (IC3) around
the transfer of funds to threat actors
reported to them by victims. This year,
we are trying something a bit different:
Because of the kind contribution of

data partners in cyber insurance and
ransomware negotiations, we could

get a good glimpse of what the values
were around paid-out ransoms. Then
we combined this additional data with
the IC3 dataset, as those should line up
in the timeline of the “ransom payment
cycle” and actually be from the same
point in time, after ransom payment and
before law enforcement intervention.
You can see the results for the last three
years in Figure 46. For the calendar year
2024, the median ransom paid comes up
as $115,000, which is a decrease from
$150,000 in the previous year.

A median of $150,000 in the 2023
calendar year is significantly higher
than our previously reported $46,000
in the 2024 DBIR, but we are now
drawing from a larger sample, involving
potentially other countries and
organization sizes. Note, the customers
of ransomware negotiation companies
tend to be larger enterprises. We believe
this to be a more complete and resilient
result by the combination of distinct
data sources.

$100,000 $10,000,000

cecoe

€20¢
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Figure 46. Distribution of loss due to ransom payment in USD (2022-2024)
(n for 2022=664 - each dot is 3.32 events) (n for 2023=462 — each dot is 2.31
events) (n for 2024=351 - each dot is 1.75 events)
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Pushing the
Wizardtrolley

Another persistent issue that we have

reported on as part of this pattern

is Magecart infections, in which
e-commerce sites are compromised
with malware that siphons out payment 94 visitors
card data during checkout. These
attacks make up the other main type

of incidents seen in System Intrusion.
They represent 1% of System Intrusion
breaches and 80% of breaches
involving payment cards. However, we
still believe those are not getting a lot of
representation in our incident dataset,
so we decided to do a deeper dive into

6,892 visitors

68,490 visitors

190,758 visitors

the data to figure out what we could find.

By reviewing a large-scale, multiple-year

1,000

10,000

100,000 1,000,000

dataset involving Magecart from one of Figure 48. Monthly vistors to Magecart-compromised sites
our data contributors, we've determined (n=43,324 - each dot is 216.62 websites)

that this type of attack seems to cover
multiple countries and industries. The
threat actors appear to be driven largely
by opportunity rather than by targeting
the largest vendors. The median monthly 26 days
visitor count to the affected websites

is around 7,000 (Figure 48), and the
median infection time of the websites is
less than 30 days (Figure 49).

We do not know how many of those
monthly visitors end up entering their
credit card details and having them
stolen, but it seems to be profitable
enough for the criminals to continue
doing it. But although these actors are
clever in terms of hiding their payloads
from the regular user, they leverage
many of the same tactics of exploiting
vulnerabilities and using stolen
credentials to compromise e-commerce

sites, regardless of size.

o
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Figure 49. Magecart infection duration (n=43.324 - each dot is 866.48 websites)
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They'’re
spies—but not
necessarilyon
our side.

Adventures abroad, exotic cars and
thrilling romance. This is probably what
some folks expected when they signed
up as spies. Unfortunately for them, the
reality for espionage-related activities
in our dataset is perhaps a little bit
less thrilling. The actors in this domain
are leveraging established processes
and tooling to deceive, compromise
and collect sensitive data from their
targets. We see the majority of these
actors leveraging stolen credentials

as part of their efforts, using malware
to maintain persistence and deceiving
users as a way into the organizations.
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Figure 50. Top hacking vectors for
Espionage-motivated breaches
(n=1,326)

When looking at the hacking vectors
associated with these Espionage-
motivated breaches, we see a relatively
strong diversity of techniques leveraged
by attackers, with “Other networking
services” coming out clearly at the top
(Figure 50). In VERIS, this is largely
associated with the lateral movement
techniques attackers leverage once
they’ve already set up a beachhead
within an organization, such as the
Windows NTLM/SMB protocol, for
instance. As has long been the case,
attackers will utilize their established
skills and infrastructure to pivot around
the organization. To connect into the
organization, we see that these actors
are pretty keen on deploying some type
of malware, either a custom-coded work
of art or any of the available offensive
security tools. Or they simply waltz in
through the front door via the VPN.
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CIS Controls for
consideration

Bearing in mind the breadth of activity
found within this pattern and how
actors leverage a wide collection of
techniques and tactics, there are a

lot of safeguards that organizations
should consider implementing. To the
right is a small subset of the things an
organization could do. They should
serve as a starting point for building
out your own risk assessments to help
determine what controls are appropriate
to your organization’s risk profile.

Protecting devices

Protecting accounts

Secure Configuration of Enterprise

Assets and Software [4]

- Establish and Maintain a Secure
Configuration Process [4.1]

- Establish and Maintain a Secure
Configuration Process for Network
Infrastructure [4.2]

- Implement and Manage a Firewall on
Servers [4.4]

- Implement and Manage a Firewall on
End-User Devices [4.5]

Account Management [5]

- Establish and Maintain an Inventory
of Accounts [5.1]

- Disable Dormant Accounts [5.3]

Email and Web Browser
Protections [9]
— Use DNS Filtering Services [9.2]

Malware Defenses [10]

- Deploy and Maintain Anti-Malware
Software [10.1]

- Configure Automatic Anti-Malware
Signature Updates [10.2]

Access Control Management [6]

- Establish an Access Granting/
Revoking Process [6.1, 6.2]

- Require MFA for Externally-Exposed
Applications [6.3]

- Require MFA for Remote Network
Access [6.4]

Security awareness
programs

Continuous Vulnerability

Management [7]

- Establish and Maintain a
Vulnerability Management
Process [7.1]

- Establish and Maintain a
Remediation Process [7.2]

Data Recovery [11]

- Establish and Maintain a Data
Recovery Process [111]

- Perform Automated Backups [11.2]

- Protect Recovery Data [11.3]

- Establish and Maintain an Isolated
Instance of Recovery Data [11.4]

Security Awareness and Skills Training
[14]
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Social Engineering

Summary

As defenders are improving through
training and hardening their user
accounts, attackers are also adapting
their techniques to bypass those
protections.

What is the same?

Phishing and Pretexting are still the main
techniques leveraged to con employees.

Frequency

4,009 incidents,
3,405 with confirmed
data disclosure

Threat actors

External (100%)
(breaches)

Actor motives

Financial (55%),
Espionage (52%)
(breaches)

Data
compromised

Internal (68%), Other
(58%), Secrets (53%)
(breaches)

80. And report them to your carrier! It does make a difference to pinpoint the offenders.

81. Or blame

Hello,is this...?

This pattern has always been an
interesting one, not only because of

its data but also due to how common
these types of attacks are and how
quickly they occur. This pattern has
been in our top three since 2019, and
that shouldn’t be a surprise—just take a
look at the spam texts on your phone.8°
If it’s anything like ours, it’s chock full
of messages “mistakenly” sent to the
wrong person, invoices for toll roads in
other states or “remote jobs” that are
too good to be true.

In our opinion, the really interesting
thing about these types of attacks is not
simply the scale of them but also the
amount of time attackers seem to be
dedicating to building familiarity with the
victims. Al enthusiasts would, of course,
state vehemently that this is solely due
to Al tools, but in reality, the trend has
simply been going on too long for Al to
take all the credit.?!

No longer can we address this issue by
looking for basic things such as “watch
out for typos” or “does that country
really have a prince?” Now we even have
to be cautious of messages that seem
to be coming from our peers, partners
or vendors. Some originate from online
relationships that are built over a period
of months of back and forth via email (or
a messaging app) with the occasional
video chat thrown in to aid legitimacy.

Without further ado, let’s dive into
what we’re seeing and how we can
help protect ourselves against these
types of attacks.
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My aunt works
atacrypto
exchange.

For this year’s data, there was a slight
shift in the who and the what we found
associated with Social Engineering. This
is perhaps not the result of a colossal
shift in what attackers are doing, but
more likely,®? it is because we are
improving at assessing data from those
persistent state-sponsored actors.

These Espionage-motivated attacks
now account for 52% of Social
Engineering breaches. We realize this
may be confusing because, being the
astute reader that you are, you will
probably have noticed that Financial
also accounts for 55% of motives.
The reason for this is that there are
certain nation-affiliated actors that
dabble both in the financially motivated
and Espionage-motivated attacks®3
(accounting for about 12% of state-
sponsored actor incidents).

Figure 51 showcases some Social
action varieties of interest we have
found in this pattern. Alongside

our usual suspects of Phishing and
Pretexting, avid readers may notice

our new action on the block, Prompt
bombing, in which users are bombarded
with MFA login requests. This is showing
up along with Baiting, where typically
compromised versions of legitimate
software are planted via search engine
optimization (SEO) or ad purchasing.
This results in unsuspecting users
downloading malware instead of some
fancy digital coupon browser extension.

The Prompt bombing is definitely of
interest, since it’s the first time that
this data has come out in full force,
but that’s mainly a result of partners
doing an excellent job reporting on the
techniques used by adversaries.

82. This is what we like to think anyway.

0% 20% 40% 60% 80% 100%
Phishing (57%)

Pretexting (30%)

Prompt bombing (14%)

Baiting (0.5%)

s

0% 20% 40% 60% 80% 100%

0% 20% 40% 60% 80% 100%
Token Theft (31%)

MFA interrupt (22%)

AITM (9%)

0% 20% 40% 60% 80% 100%

Figure 51. Top select Social action
varieties in Social Engineering incidents
(n=3,208)

A few years ago, we added some action
varieties to capture different techniques
used to bypass MFA, but we haven’t
really had a lot of data to talk about—
until now. When we look at the three
types of techniques used to bypass
MFA, Adversary-in-the-Middle (AiTM),
Password dumping and Hijacking (like
SIM swapping), we tend to find them

in equal force in our dataset, with the
caveat that they show up in only 4% of
our total breaches.

Prompt bombing is the exception and
shows at a higher rate than the others
as noted previously. However, it is tied
to a couple of the large state-sponsored
campaigns that spammed a lot of
targets around the world. One way of
interpreting this, in the cases where
attackers bypass MFA, is that they’ll
leverage whichever weakness exists in
that MFA implementation. A dedicated
adversary will do whatever works.

83. Yes, we know they do that just to confound our statistics. It has nothing to do with wanting more $$.

Figure 52. Percentage of Microsoft
365 MFA bypass by attack type
(n=2,102)

To contrast this, we've also looked
at security logs from Microsoft 365
accounts visible to a managed
security services data contributor,
as Figure 52 shows.

Overall, we found suspicious logins
present in almost 40% of the attacks.
When looking at attacks focused on
bypassing MFA, we found that Token
theft was the most popular at 31%,
followed by MFA interrupt and AiTM
attacks. Once again, this supports
the tried-and-true notion that as our
defenses shift, so do the attackers’
processes. Having MFA enabled
continues to be the gold standard to
help protect against authentication
abuse, but having it enabled should
not make your detection and
monitoring processes complacent.
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Doubling your
investments

Business Email Compromise (BEC) is
big business.?4 In 2024 alone, according
to the FBI IC3, more than $6.3 billion
was transferred as part of these scams.
Although the total number is increasing,
the median amount of money extracted
from victims has become relatively
consistent and has settled around the
$50,000 mark. This number is based on
19,000 different complaints—a similar
number of complaints as seen over the
last two years.

In terms of how the money is sent,
cybercriminals still by and large prefer
to pilfer via wire transfer, which made up
approximately 88% of all BEC proceeds.
While other tactics are being employed,
such as using virtual currency, those
seem to have dropped since 2023.
However, it’s the inverse relationship

in the world of ransomware in which
most transactions to ransomware
actors leverage virtual currency. For
BEG, it’s all about blending in and not
getting employees to second guess the
transaction requests. Or perhaps people
are becoming more wary of scams
involving gift cards or cryptocurrency.8®
There is something to be said about the
importance of listening to your instincts.

Quick,
guaranteed
returns!

The foundations of user awareness

and security training on how to report
suspected social attacks remains one

of the most important controls at your
disposal. This year, we have focused on
analyzing the click rate of companies
who have been a part of regular security
awareness training in conjunction with
phishing simulation campaigns.

84. The emails are often short, though.
85. That $6.3 billion figure says otherwise.
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Figure 53. Distribution of phishing simulation campaign click rate by organization

(n=7,743 — each dot is 193.58 organizations)
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Figure 54. Distribution of phishing simulation campaign report rates by organization
recent training status (n for No=68,492 — each dot is 3,424.60 campaigns)
(n for Yes=36,325 - each dot is 1,816.25 campaigns)

Not surprisingly, but still somewhat
disappointing, we see that the number
doesn’t quite go to zero, as Figure 53
demonstrates. This might indicate that
there is a ceiling to the effectiveness of
education programs over a long period
of time. It is often said, “You can fool
some of the people all of the time, but
you can’t fool all the people all the time,
and maybe 1.5% of employees in the
median case are the ones you can fool
all of the time —since they're still clicking
after all these training sessions.

The flip side of this is that continued
training on how to report phishing seems
to have a compounding positive effect
regardless of whether the individual
actually clicked on the phishing email.
Figure 54 looks at the two relationships:
one determining the company-wide
report rate of simulated phishing by
employees with recent training—

within 30 days—and one without it.

2025 DBIR Incident Classification Patterns

48






Swapper, no
SIM swapping

Being part of a major tele-
communications provider delivers
us some insights into how users can
help better protect themselves from
certain types of MFA bypass, such
as SIM swapping. There is a lot of
prevention and response work that
happens behind the scenes here

at Verizon to stop those types of
attacks from happening for both
business and consumer customers
alike; however, there are still things
that you as a consumer can do

to help protect your account.

¢ Use SIM protection: Many carriers
allow you to lock lines to your mobile
devices, preventing changes on
devices from happening and, more
importantly, preventing portability to
other carriers. Fraud or attempted
fraud is much easier to detect in the
purview of a single carrier, and when
it crosses that boundary to another
company, detection and response
become much more difficult.

+ Use TOTP22 MFA on your accounts:
We are not here to security
shame email-based MFAs—or any
additional factor that can help your
authentication security improve.
However, given that this has been the
single most likely avenue for business
wireless account compromise (as the
second step after a business email
intrusion), this will make a difference.

88. Those little authenticator apps on your phone. Most password managers can manage those for you, too.

+ Be wary of Social Engineering
attacks: Sometimes to bypass
existing protections on your device,
the attacker will pretend to be an
employee of your service provider
and try to get you to approve a
login or disclose the security code
sent to the device—or the one just
generated by your shiny new TOTP
MFA app. On business accounts,
the employee who manages your
wireless fleet is the premium target
for those types of attacks and should
be made well aware of them. Make
sure only authorized employees have
this access, and revoke any assign
permissions when there are transfers
or changes of employment.

One of the scammers’ favorite scenarios
is to actually pose as a fraud agent,
claim a large number of devices were
purchased on the business account and
tell you that they are calling to confirm
the purchase. After the obvious negative
from the customer, they proceed to help
them through a password reset as a
security precaution and take over the
account that way.

If you are lucky, it’s just device purchase
fraud and they will use your account to
deliver shiny new mobile devices to a
threat actor-controlled physical address.
But the SIM swaps and port outs are
fairly easy to perform from having full
control of the account.

From the perspective of an organization
that leverages text messaging as

an authentication factor, one recent
development is that telecommunications
providers have started offering APIs in
which trusted partners can verify if a
number has had their SIM swapped to a
different device recently, regardless of
whether it was a fraudulent move or not.

Think of it as an analog to an enterprise
resource planning (ERP) policy of not
paying an invoice to vendors that have
recently changed their addresses or
banking information. Of course, those
things happen for legitimate reasons all
the time, but it might be worth verifying
such changes when you're talking
about money changing hands.

What you do with the information

will vary depending on what other
MFA authentication options your
organization has, but providing

some more authentication friction

to customers who have recently
changed their devices might not be
such a bad idea for critical services
that are frequently targeted by fraud.
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CIS Controls for
consideration

There are a fair number of controls to
consider when confronting this complex
threat, and all of them have pros and
cons. Due to the strong human element
associated with this pattern, many of the
controls pertain to helping users detect
and report attacks, as well as helping
protect their user accounts in the

event that they fall victim to a phishing
attack. Lastly, due to the importance

of the role played by law enforcement

in responding to BECs, it is key to have
plans and contacts already in place.

Protect accounts

Account Management [5]
- Establish and Maintain an Inventory
of Accounts [5.1]
- Disable Dormant Accounts [5.3]

Access Control Management [6]
- Establish an Access Granting/
Revoking Process [6.1, 6.2]
- Require MFA for Externally-
Exposed Applications [6.3]
- Require MFA for Remote Network
Access [6.4]

Security awareness
programs

Security Awareness and Skills Training
[14]

Although not part of the CIS Controls,
a special focus should be placed on
BEC and processes associated with
updating bank accounts.

Managing incident response

Incident Response Management [17]

- Designate Personnel to Manage
Incident Handling [171]

- Establish and Maintain Contact
Information for Reporting Security
Incidents [17.2]

- Establish and Maintain an
Enterprise Process for Reporting
Incidents [17.3]
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Basic Web
Application Attacks

summary 0% 20% 40% 60% 80% 100%

Use of stolen creds (88%)

Frequency 1,701 incidents, 1,387

Espionage has taken over this pattern as with confirmed data
threat actors are using weak credentials disclosure

at scale to compromise a variety of
different victims. Threat actors External (100%)
(breaches)

Brute force (56%)
. Actor motives Espionage (61%),
What is the same? Financial (34%),
The Use of stolen credentials is still the Ideology (4%)

0,
defining action in this pattern. (breaches) Other (51%)

Data Other (65%), Personal

compromised (36%), Credentials
(35%), Internal (31%)
(breaches)

Backdoor or C2 (42%)

0% 20% 40% 60% 80% 100%

Figure 56. Top Action varieties in BWAA
breaches (n=1,021)

Like the proverbial keys to the
kingdom, credentials are what allow
our trusted employees to bypass our
layered defenses and gain access to
the crown jewels (or at least to the
systems they need to do their jobs).
Putting aside that tired metaphor,8®
this specific pattern is all about bad
actors accessing our key data with

the least amount of effort expended,
hence the name Basic Web Application
Attacks—or BWAA, for short. However,
in spite of the name, there is a certain
amount of complexity involved and
even a criminal ecosystem that has
sprung up to take advantage of these
loose keys. This can, at times, spell
disaster since these keys are sometimes
the first and last lines of defense

for many of our precious secrets.

89. We might also be victims of the author trope of self-insertion.
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Credentials are largely the name of
the game for this pattern, along with

a couple of others, such as Social
Engineering and System Intrusion. In
this pattern, about 88% of the breaches
involve the Use of stolen credentials,
which sometimes serves as both

the first and only action, while other
times, it is just one piece of a larger
attack chain. As seen in Figure 56, it’s
not just stolen credentials; you also
have to contend with brute forcing
(“guessed credentials”) along with the
establishment of Backdoors or C2s
(command and controls), which enable
threat actors to maintain their hard-
earned access after they utilize those
nefariously acquired credentials.

Vulns or Creds?

If brute forcing is Sonny, then exploiting
vulnerabilities would be Cher (or for

a reference from this century: Travis

to their Taylor). In Figure 57, we've
captured how these two actions have
sparred and competed within this
pattern, with brute forcing coming out
on top for this year. This doesn’t mean
that exploiting vulnerabilities are down
overall®?; they’re simply not showing up
as much in this pattern as the tried-
and-true method of hammering on the
credentials until a password pops out.
It is important to note that the brute
forcing isn’t simply limited to the actual
employees of an organization, but it’s
also targeted toward users to find ways
of taking over accounts in a customer-
facing environment.

This was certainly the case in some
of the third-party breaches we
documented this year—the most
prominent involving the affected
Snowflake customers.

60%

40%

20%

0%

Brute force

2021

2023 2025

Figure 57. Brute force and Exploit vuln actions over time in BWAA breaches

(n for 2025 dataset=1,021)

In that case, the credentials seem to
have been mostly of stolen variety,
but the access control systems do
not discriminate if credentials are
stolen or guessed. We discussed
this campaign a bit in the big picture
section in “Results and analysis,”

if you are hungry for more.®!

Paths of least
resistance

Somewhat surprisingly, we found that
state-sponsored actors have been using
similar tactics to get those secrets.
Although Espionage has always existed
in this pattern, this is the first time that

it has taken the main stage (Figure

58). This is perhaps a testament to the
increasing quality of our partners, as well
as the shift by attackers to leverage the
easiest way in—through the front door.
For the last couple of years, Espionage
has hovered around 10% to 20% of the
BWAA breaches, but this year it accounts
for an eye-opening 62%.

90. It REALLY doesn’t. Have a look at the “VERIS Actions” section if you haven’t already.
91. Just like Lucy van Pelt, we never eat the December snowflakes. We wait until January

when they are ripe.

0% 20% 40% 60% 80% 100%
Espionage (62%)

Financial (33%)

Ideology (4%)

Grudge (0.4%)

b

Other (0.3%)

'

Fun (0.3%)

?
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Figure 58. Top Actor motives in BWAA
breaches (n=688)
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CIS Controls for
consideration

Mitigation efforts against
stolen credentials

Account Management [5]
- Establish and Maintain an Inventory
of Accounts [5.1]
- Disable Dormant Accounts [5.3]

Access Control Management [6]
- Establish an Access Granting/
Revoking Process [6.1, 6.2]
- Require MFA for Externally-
Exposed Applications [6.3]
- Require MFA for Remote Network
Access [6.4]

Mitigation efforts against
vulnerability exploitation

Continuous Vulnerability
Management [7]

- Establish and Maintain a
Vulnerability Management
Process [71]

- Establish and Maintain a
Remediation Process [7.2]

— Perform Automated Operating
System Patch Management [7.3]

— Perform Automated Application
Patch Management [7.4]

92. And not designed to have creative names
93. Or hoovered up, if the malware is of British origin

Credential
ecosystems
and the
password
food chain

In the last issue of the DBIR, we

did a relatively shallow dive into the
world of stolen credentials. This
year, we're looking to get out of the
kiddie pool, put on our snorkels and
wade into its abyssal ecosystem.

Infostealers
galore!

If the subject is stolen credentials,

we have to start our exploration at
infostealers. The infostealers are
malware that are designed to steal
information®? from the victims’ systems,
with a strong focus on valuable data,
such as stored passwords, cookies and
any available crypto-wallet information.
Once these secrets are vacuumed up®?
by the malware, they are exfiltrated

to a couple of different sources. The
following is a list of the more common
places these credentials end up before
getting used by criminals. All the
collected data is then packaged up as
“logs” and distributed for others to use
as part of their attacks.

Marketplaces: Online marketplaces
are where infostealer distributors

often post the logs that are available

for sale with the domains that have
stolen credentials associated with
compromised systems, along with some
high-level demographic information.

Premium channels: The premium
channels allow individuals to

pay for access to logs that are
posted in private chat rooms.

Live logs: These offer backend
access to infostealer databases,
which can allow users to get access
to logs before they show up in other
sources, such as the marketplaces.

Free samples: To promote their
premium channels or offerings, many
vendors provide daily or weekly samples
of their logs on Telegram. Some threat
actors have built their entire attack
process on leveraging these free
samples for account takeovers.
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To gain an understanding of what are

in those logs, we did a sampling of
different sources and examined the
types of domains being collected.
Figure 59 has a breakdown of the types
of domains found in these logs, and it
should be of no surprise that streaming,
gaming and social media were
commonplace in each of the different
sources. For the more entrepreneurial
criminals, such ease of access to
credentials and cookies, even in the
free samples, might present a tempting
target for account takeovers. Also
interesting is how similar each of the
different log sources were, which may
indicate that it is not what is for sale as
much as how quickly and how many you
can get that is the market differentiator
between the different sources.

Another slice of data we wanted to
look into was collections of samples
that had domains that were possibly
associated with organizations, such

as developer tools, internal GitHub
repositories, domains indicating
remote access servers and cloud
administration. At first cut, logs with a
lot of Education domains were gumming
up our analysis, so we removed them

in Figure 60 The same typical culprits
of social media, streaming and gaming
show up consistently, even in these
logs that have more enterprise-focused
resources. While these logs clearly
have value for attackers performing
account takeovers for these kinds

of sites, they also might unknowingly
have access to credentials that provide
access to key organizational assets,
such as credentials to the VPN, GitHub
repositories or cloud environments.
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Figure 59. Types of captured website credentials across different infostealer log
sources (n=33,933)

Adult websites

GenAl services

Crypto exchanges

Banking sites

Government sites

Gaming services

Streaming services

Social media

10%

17%

15%

23%

33%

51%

45%

65%

Cloud
admin

12%

19%

17%

32%

40%

54%

57%

83%

Developer
apps

7%

13%

12%

19%

23%

43%

44%

65%

Internal
git

13%

1%

19%

42%

44%

51%

62%

80%

Remote
access

s 100%

75%

50%

25%

0%

Figure 60. Types of site credentials across different log queries (EDU removed)

(n=7,855)

2025 DBIR Incident Classification Patterns

55



Enterprise-
grade security

Last year, we tried to use a ballpark
method to determine how many of the
systems were potentially corporate
systems by looking at what percentage
didn’t have any social media domains
listed. Although this is admittedly a bit of
a kludgy approach, we came up with an
estimate of 30% of the systems listed on
the marketplaces as hypothetically being
corporate owned. Always on a path of
improvement and self-actualization, we
retried the analysis in two different ways
this year. The first used the sampling
shown in Figure 59, and we found
across the different sources between
35% and 38% of the logs didn’t contain
any of the top social media companies.

Of course, there are nuances with an
approach like this. We focused on the
top social media platforms, but there
are probably a lot of regional variants
that we didn’t know about, so there
may be biases in this specific number.
With that in mind, we took an additional
approach of looking at the version of
Windows collected by the infostealers
(we did mention they vacuum up a lot
of information, right?). What we found
was that about 34% of the Windows
versions were Enterprise, with even

a few Windows Server and Windows
XP operating systems (OSs) floating
around in there long after their end-
of-life dates.®* So with these three
combined metrics, we're estimating
that approximately 30% of these
compromised systems are
Enterprise-licensed devices.

Going in line with the discussion

of how many of these devices are
corporate managed, the question

will come up of how many of these
non-corporate devices might have
corporate credentials. By looking at our
business app subsets, in which there’s a
likely known business app domain being
used, we whittled away that dataset

to records that had OS versioning
information that we could use and that
had at least one email domain that
wasn’'t from a free email provider. From
this subset, we found that 46% of the
devices were non-enterprise managed.
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So to put it in simpler terms, 46% of
the systems compromised with an
infostealer that had possible corporate
login data were non-managed devices.
What we don’t know is if those
organizations had a BYOD policy in
place or if folks just logged in with
whatever computer they had available.
If you don’t choose to have a BYOD
policy and don’t enforce what sorts

of devices have access to corporate
systems, the BYOD policy can wind up
being chosen for you and you might not
like the results. At least we can get a
pretty glyph chart out of it in Figure 61.
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Figure 61. Percentage of non-managed devices with corporate logins in infostealer

logs (each glyph is 0.5%)

94. With the final security update for Service Pack 3 for XP released on May 14, 2019 (end of life was Apr

2014), what could possibly go wrong?
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Stolen
credentialsin

my ransomware

data?!

While we know that these stolen
credentials are used for things such as
account takeovers, we also wanted to
explore what, if any, was the nexus to
Ransomware. By examining some of

the victims®® posted to the ransomware

extortion sites, we found that 54% of
the victims had their domains show
up in at least one infostealer log or

in marketplace postings, and 40%

of those logs contained corporate
email addresses. Figure 62 shows
the range of distribution of when
credentials were found in relation

to ransomware actor disclosure.

Of course, there are many caveats
and additional research opportunities
in this area,®® but it does seem to
corroborate the anecdotal evidence
that leveraging stolen credentials
from infostealers is a key tactic used
by some ransomware operators.
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Figure 62. Distribution of difference in days between ransomware posting and
infostealer log discovery (n=503 - each dot is 2.52 ransomware victims)

95. We focused on the ones that we were able to associate an email address with.

96. We are saving it for the book deal.
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More than
(pass)words

Compromised databases are another
data source that can feed this
ecosystem. In 2024 alone, more than
2.8 billion passwords—hashed or
otherwise —were posted for sale (or free
for the taking) in criminal forums. In these
dumps, we still often see compromised
databases using the outdated MD5
algorithm, resulting in about 63 million
records with very weak hashes. To put
this in perspective, that’s about 2% of
total records compromised—not great,
but not terrible.®”

Figure 63 captures the other types

of records commonly found in these
breaches as a percentage of their total.
In addition to passwords (regardless

of hash status), we also found email
addresses (61% of breaches), phone
numbers (39%), government-issued IDs
(22%) and even the occasional passport
(1.8%). Not only do these compromised
databases add to the pool of potentially
compromised passwords, but they’re
also handy for criminals looking to
collect various key personal information
on individuals for follow-up fraud and
social attacks.

97. Not unlike 3.6 roentgen.

98. As likely as this being the year of the Linux desktop

0% 20% 40% 60% 80% 100%
Emails (61%)

Phone numbers (39%)

Passwords (28%)

Government ID (22%)

IP address (13%)

Passports (1.8%)

0% 20% 40% 60% 80% 100%

Figure 63 . Percentage of breached
databases with data types (n=3,903)

Is this the year
passwords
finally die?9®

Does this mean we should abandon
passwords and start looking toward
passwordless authentication solutions?
Yes, absolutely—humans are bad

at choosing strong passwords, we
frequently reuse them and we are
victims of Social Engineering fairly
consistently. However, as rehabilitated
system admins, traumatized product
owners and everyday users eager for
convenience, we realize that day is still
far away. Passphrase management by
biometrics and integration with backend
systems in our mobile devices shows
us an idea of what is possible, but a

lot of companies struggle with MFA
deployment still.

Even if we cannot take the magical
way out, there are important things
that we can still do to help put up
protections around our stealable
and fragile credentials:

¢ MFA should not be optional or an
upsold feature in your system: Even
with flaws in certain implementations,
it is leagues better than just
usernames and passwords.

* Scrutinize logins: Cookies and
session keys are also part of the theft
process, showing up in infostealer
logs and captured via AiTM types of
attacks. Build additional protection
around their use like with a conditional
access policy that dictates how to
trust endpoints authenticating into
your environment.
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Drop complexity requirements and
focus on passphrases: We're not
great at those, as our research on
password datasets from contributors
shows that only 3% of the total

unique passwords meet complexity
requirements, and even the National
Institute of Standards and Technology
(NIST) has updated its guidance.

Encourage long passwords and
credential protections on internal
systems: There are multiple key
tactics adversaries leverage to get
domain credentials, and a lot of them
rely on poor configuration and weak
passwords. Just because your VPN
enforces MFA doesn’t mean that the
credentials used to administer internal
systems are safe. Think about how
credentials are leveraged once inside
the environment. The list of cracked
passwords can continue to grow, and
with the access of shared resources,
cracking hashes will continue to be an
important tactic for adversaries.

Deploy OS hardening for your
endpoint systems and domain
controllers: Secure configurations
go a long way toward hardening and
removing the low-hanging fruit that
threat actors leverage.

99. You have already been assimilated.

The proliferation of infostealers, the
availability of stolen credentials in
access brokers and our own results
here in the DBIR that show credential
abuse is consistently the top initial
access vector can paint a picture that
all is lost. “Assume compromise,” some
security companies used to say in their
marketing materials. We have always
thought that was too bleak, and to be
honest, a bit paralyzing. Rather than
“you have already been breached, so
stop struggling,”®® given the evidence
we have presented, we are not blind

to the risks. Perhaps a better, more
constructive way of thinking of how this
impacts your organization is to “assume
access, ready defenses.”

If an adversary was able to obtain
credentials to your environment and get
in, how do you limit their reach? How far
can they go until you challenge them to
a second authentication factor? Friction
tolerance will be different among
administrators, regular employees and
customers of your service, but so will
the systemic risk that each one of those
poses to your organization.
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Miscellaneous Errors

Summary

While the number of incidents and
breaches seen in this pattern decreased
overall from last year, it is possibly due
to visibility and not people suddenly
paying more attention. The top three
were Misdelivery, Misconfiguration and
Publishing error, which was a change
from last year’s top three.

What is the same?

Errors are like death and taxes—you can
always count on them. This year is no
different, with Misdelivery in the top spot
once again.

Frequency

1,476 incidents, 1,449
with confirmed data
disclosure

Threat actors

Internal (98%), Partner
(2%) (breaches)

Data
compromised

100. But if you're lucky, it will be hilarious and caught on video.

Personal (95%),
Internal (21%), Other
(15%), Bank (10%)
(breaches)

Slapstick humor: Those trips, slips and
falls look funny on the latest viral video,
but in real life, the damage can be
significant. Nobody wants to admit that
their employees may be their weakest
link in the security chain, but the fact
remains that human error is an enduring
cause of data breach events.

This year, we saw quite a decrease in
the Miscellaneous Errors pattern in the
number of incidents and breaches. This
is likely due to a change in the makeup
of the partners contributing to the report
this year and not a miraculous lack of
people making mistakes. We are sorry
to tell you that your employees can still
accidentally cause breaches.!®

0% 20% 40% 60% 80%
Misdelivery (49%)

Misconfiguration (30%)

Publishing error (9%)

0% 20% 40% 60% 80%

100%

100%

Figure 64. Top Action varieties in
Miscellaneous Errors breaches
(n=1,399)

Although we usually see Miscellaneous
Errors primarily caused by insiders,

we did see a small number of Partner-
caused breaches this year. But
regardless of who caused these error
breaches, they are most frequently
one of three kinds: Misdelivery,
Misconfiguration and Publishing error,
as shown in Figure 64.
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Misdelivery is typically data in
electronic form, but it can also be
paper documents —especially for
those industries who do regular mass
mailings, as shown in Figure 65. And
Misconfigurations are most frequently
those lovely databases put on the
internet without controls. Hilarity, no
doubt, ensues once they are found

by whomever might be out looking for
unprotected gems of data.

Finally, the data types we see affected
by Miscellaneous Errors breaches are
primarily of the Personal variety. And
while this Personal information includes
data points such as date of birth, mailing
address and other tidbits useful for
identity theft, we are also seeing some
of the more sensitive varieties showing
up to a lesser degree.

We have started classifying some data
types as especially sensitive, hence the
Sensitive Personal category in Figure
66. They would include things such as
passports, Social Security numbers

(or equivalent government IDs) or even
the address where a victim of domestic
violence can be found and other such
cases where that data point can put
the data victim at increased risk.

0% 20% 40% 60% 80% 100%
Server (91%)

Media (10%)

User Dev (0.2%)

|

0% 20% 40% 60% 80% 100%

Figure 65. Top Assets in Miscellaneous
Errors breaches (n=1,351)

Unfortunately, we have seen a number
of cases in the public dataset in which
these kinds of errors have resulted in
exposure of people whose health and
well-being may be jeopardized when
the data falls into the wrong hands.
While not all cases involving this kind
of Sensitive Personal data have been
this serious, we urge the custodians
of this type of information to be extra
vigilant in designing their controls to
help prevent such occurrences.

0% 20% 40% 60% 80% 100%
Personal (95%)

Internal (21%)

Bank (10%)

Sensitive Personal (7%)

Medical (6%)

Other (2.5%)

i

0% 20% 40% 60% 80% 100%

Figure 66. Top Data varieties in
Miscellaneous Errors breaches (n=1,341)

CIS Controls for
consideration

Control data

Data Protection [3]

— Establish and Maintain a Data
Management Process [3.1]

— Establish and Maintain a Data
Inventory [3.2]

- Configure Data Access Control Lists
[3.3]

- Enforce Data Retention [3.4]

- Securely Dispose of Data [3.5]

- Segment Data Processing and
Storage Based on Sensitivity [3.12]

— Deploy a Data Loss Prevention
Solution [3.13]

Secure infrastructure

Continuous Vulnerability

Management [7]

- Perform Automated Vulnerability
Scans of Externally-Exposed
Enterprise Assets [7.6]

Application Software Security [16]

- Use Standard Hardening
Configuration Templates for
Application Infrastructure [16.7]

— Apply Secure Design Principles in
Application Architectures [16.10]

Train employees

Security Awareness and Skills Training

[14]

— Train Workforce on Data Handling
Best Practices [14.4]

— Train Workforce Members on
Causes of Unintentional Data
Exposure [14.5]

Application Software Security [16]

— Train Developers in Application
Security Concepts and Secure
Coding [16.9]
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Priviliege Misuse

Summary

While the Privilege Misuse pattern is
typically insiders, this year there has
been an increase in Partner actors.
Most are motivated by direct financial
gain, but we also see Espionage in this
pattern; it has decreased over last
year’s high.

What is the same?

The majority of breaches are caused by
Internal actors using their company-
granted access to steal data.

825 incidents, 757
with confirmed data
disclosure

Frequency

Internal (90%), Partner
(10%), External (3%),
Multiple (3%)
(breaches)

Threat actors

Financial (89%),
Espionage (10%),
Grudge (5%),
Convenience (2%),
Fun (2%), Other (2%),
Ideology (1%)
(breaches)

Actor motives

Data
compromised

Personal (72%), Other
(37%), Internal (36%),
Bank (15%) (breaches)

0% 20% 40% 60% 80% 100%
End-user (42%)

System admin (30%)

Other (12%)

¥

Developer (10%)

o

Manager (5%)

W

Finance (3%)

adl

0% 20% 40% 60% 80% 100%

Figure 67. Top Actor varieties in
Privilege Misuse breaches (n=91)

The Privilege Misuse pattern tells the
story of what occurs when someone is
hired to do a job and then something
goes wrong in the employee/employer
relationship. The reader may be thinking,
“Wait! Doesn’t that always happen?”

We, of course, have no comment on that.
What we examine in this pattern are
things such as an employee taking data
from their employer for their own illicit
financial gain (i.e., by selling it, taking it
to a competitor or using it to set up a
business for themselves). Or in some
cases, doing things such as breaking a
known corporate policy or procedure by
using an unauthorized work-around.

First, the who

Misuse cases typically involve Internal
actors, but this year, we also saw

an increase in Partner actors doing
disreputable things. This is particularly
interesting since last year (like most
years) they weren’t even on the radar.

Regarding insiders, we saw a
convergence this year between End-
users (rank and file employees) and
System admins who have much higher
levels of data access due to their

job functions (Figure 67). Typically,
System admins are quite low in terms

of committing deliberate actions that
lead to a breach, whereas they figure
rather prominently in terms of accidental
breaches (again due to their privileges).
This rise in System administrator-caused
breaches is concerning, given the scope
of the damage they have the potential

to cause an organization. It begs the
question: Who is watching the watchers?
Would your organization be able to
detect if an employee with elevated
access went rogue, and exactly what
would that look like?
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Denial of Service

Summary

This pattern is one of the consistent
leaders in the incident patterns, and
the size of the median attack has also
grown substantially over the years.
While Availability attacks are fairly
common, their impact can be significant
on organizations without mitigation
plans in place. The most commonly
targeted industries include Finance,
Manufacturing and Professional
Services, accounting for more than
75% of these cases between them.

What is the same?

This pattern remains a constant threat
to the availability of assets. Denial of
Service is commonly the top incident
pattern across the dataset, although it
rarely is the cause of data breaches.
This pattern continues to impact a wide
variety of different organizations and
requires close collaboration with
different stakeholders to properly plan
and respond to an attack.

6,520 incidents, 2 with
confirmed data
disclosure

Frequency

External (100%) (all
incidents)

Threat actors

0% 20% 40% 60% 80% 100%

Finance (52) (35%)

Manufacturing (31-33) (28%)

Professional (54) (17%)

Other (14%)

Information (51) (9%)

0% 20% 40% 60% 80% 100%

Figure 70. Top victim industries in DoS
incidents (n=6,520)

Imagine waking up and checking your
phone only to learn that your cat video
social media site is down and your
followers are being forced to waste time
at work in some other manner. While
perhaps not as serious as a cat video
outage, downtime can have a serious
impact on both an organization’s reach
and their bottom line.

When those outages are caused by the
deliberate actions of cybercriminals,
they show up here. So, without further
delay, let’s take a look at the DoS
pattern. The largest of these attacks will
have the designation of being a DDoS
attack—where the traffic is coming from
many points on the internet.

This year, the top industry targets of
DoS are Finance, Manufacturing and
Professional Services (Figure 70), with
each accounting for 35%, 28% and 17%
of the cases, respectively. These same
industries have been among the most
frequently targeted sectors for the last
three years and commonly jockey for
the top spot along with the Public Sector
and Information segments.
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Figure 71. Distribution over time of PPS in Denial of Service traffic (2018-2024)
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Figure 72. Distribution over time of BPS in Denial of Service traffic (2018-2024)

We have been fortunate to have
incredible contributors (internal and
external) that have stuck with us for
many years, and that allows us to look
at how DDoS attacks have grown over
time. Figure 71 and Figure 72 show

the growth of the median packets per
second (PPS) and bits per second
(BPS) along with their 90% confidence
intervals, respectively. What we’ve found
is that since 2018, there’s been over
200% growth in the median for the size
and about 1,000% increase in the upper
bounds of the BPS of those attacks. As
one might expect, attackers continue to
build up their capabilities to match (or
exceed) the defenders.

“Teamwork
makes the
dream work.”

Although a favorite saying of every high
school soccer and football coach in
the U.S. (and probably elsewhere, but
our sports-coaching sample is U.S.-
biased), it also applies to defending
against DDoS. These types of attacks
require a decent amount of planning
and coordination with various players,
such as your ISP, hosting providers and
internal teams.

Having those relationships in place
before an incident occurs can be key to
weathering any of the DDoS storms you
may find yourself caught up in. Here’s
another bonus adage for your use:
“There’s no | in Team, or DDoS

Attacks Mitigation.”103

103. Before y’all email us to point out our error, we are aware that there are seven I's in Distributed Denial of
Service Attacks Mitigation, but that’s beside the point.
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INntroduction

Welcome to the “Industries” section of the 2025 DBIR! If you are dipping your toes
into the murky water of data breaches for the first time, please think of this as your
road map. If, on the other hand, you are a frequent visitor to this report, you may feel
free to skip ahead, as you most likely already know the way.

As mentioned in the introduction, this year we examined 22,052 security incidents, of
which 12,195 were confirmed data breaches. In this section, we break those incidents
and breaches down and look at them from an industry-specific perspective. As one
might imagine, what one industry wrestles with frequently, another industry may rarely
encounter. The differences between the threats various industries face often come
down to each organization’s unique attack surface.

A multinational financial institution, for instance, may face a different set of threats
than a regional logistics company. However, in many cases, there may also be a
surprising amount of overlap between the two. At the end of the day, as we point out
elsewhere in this report, threat actors appear to care less about an organization’s
size, industry vertical or geographical location than one might think. Today’s
cybercriminal is a bit of a pragmatist and largely subscribes to the “I'll be happy to
steal whatever you have on hand” view. To really understand this section, you must
also keep in mind other variables, such as the differing reporting requirements that
might exist between industries and the corresponding level of scrutiny that they may
receive, the overall sample size that we have for a given industry and so on. Therefore,
we caution you to keep these and other factors in mind when judging the security
posture of any particular vertical.

Due to a recent re-org of the report, we were forced to make some hard decisions
about the industries we cover, and we now discuss in detail five, rather than the nine
that we examined previously. We appreciate all the contributions that the other four
industries made to this report, and we wish them well in their future endeavors.

If you are here for specific insights that are tailored to your industry,'®* we recommend
that you spend time reviewing the top patterns for your industry and then going back
to read up on the relevant pattern sections of the report associated with your vertical.
Speaking of verticals, although we do not have sufficient space, time or, in some
cases, data to examine all industry verticals in depth, we have provided Table 3 on

the next page, which illustrates high-level information on the industries that we do not
touch upon in greater detail. And finally, Public Administration (now “Public Sector”)
has been promoted from this section and is showcased, along with small- to medium-
sized businesses, later in this report (in the “Focused analysis” section).

104. Of course you are. Why else would you be reading this in the first place?
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Total

Accommodation (72)
Administrative (56)
Agriculture (11)
Construction (23)
Education (61)
Entertainment (71)
Finance (52)
Healthcare (62)
Information (51)
Management (55)
Manufacturing (31-33)
Mining (21)

Other Services (81)
Professional (54)
Public Administration (92)
Real Estate (53)

Retail (44-45)
Transportation (48-49)
Utilities (22)
Wholesale (42)
Unknown

Total

oidors | Eresches

22,052
21
153
80
307

1,075
493
3,336
1,710
1,589
13
3,837
64
683
2,549
1,422
339
837
361
358
330
2,205
22,052

3,049
52
107
10
151
116
42
175
15
171
52
488
27
87
611
144
64
170
110
27
260
70
3,049

982
14
8

90
12
134
153
76
3
74
4
8
95
175
7
53
32
14
1
9
982

18,021
145
38
67
149
869
439
3,027
1,442
1,342
58
3,275
33
588
1,843
1,103
268
614
219
317
59
2,126
18,021

12,195
121
145
55
252
851
293
927
1,542
784
107
1,607
52
583
1,147
946
320
419
248
213
319
1,264
12,195

2,842
48
106
10
145
106
37
162
105
154
52
456
27
86
547
124
62
166
103
26
256
64
2,842

751
1

69
12
17
132
54

42

75

1

50

25

10

10

751

8,602
62
33
43

103
676
244
648

1,305

576
52
1,109
22
493
525
M
252
203
120
177
53
1,195
8,602

Table 3. Number of security incidents and breaches by victim industry and organization size
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Incidents

Basic Web Application Attacks 26 4 40 81 36 205 10 191 161 53 91 154 175 12 28 30

Denial of Service ~ 54 1 15 162 2264 25 597 1810 15 1 1107 129 299 12
c Everything Else 5 1 22 3 33 407 14 22 2 9 15 53 2 12 2
% Lostand StolenAssets 2 23 7 9 27 1 33 15 8 4 4 2 2
o
MiscellaneousErrors 5 5 4 224 53 128 318 104 118 9 16 64 222 77 8 9
Privilege Misuse 1 4 74 28 77 189 32 163 10 64 21 97 33 7 10
Social Engineering 21 9 52 182 72 234 167 148 487 162 204 331 195 97 90 58
SystemIntrusion | 104 - - 517 142 449 536 625 1227 239 282 980 612 115 @ 401
Environmental
Error 5 7 4 246 57 134 333 106 125 9 29 68 225 81 8 9
5 Hacking | 139 ] 75 169 362 275 . 782 ' . 288 630 76 542 185
E Malware = 100 . - 560 144 462 537 656 1329 . 320 1074 747 116 449 .
Misuse 1 4 75 28 77 189 32 165 1 64 23 98 34 7 10
Physical 2 1 3 1 5 26 2 5 2 4 2
Social 27 27 68 198 77 250 182 162 5637 169 212 389 209 101 113 70
Embedded
Kiosk/Term 1 3
. Media 2 1 4 21 9 44 65 1 14 2 10 14 40 10 1 4
§ Network 1 1 2 36 1 2 44 109 106 35 40 72 38 36
Person 163 553 169 212 388 209
--------- : ------
UserDev T 1 213 9 105 52 1
0% 25% 50% 75% 100% % g 5 ¢ B g2 £ £ § 5 2 5 ¢ 2
e =

Figure 73. Incidents by victim industry
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Breaches

Basic Web Application Attacks 23 4 39 79 36 201 109 190 154 51 90 144 150 12 27 25

Denial of Service 1 1
c Everything Else 5 1 22 2 32 407 8 18 2 9 13 53 2 12 2
g Lostand StolenAssets 2 23 6 9 25 1 1 15 6 4 4 2 2
MiscellaneousErrors 5 5 4 224 53 126 3183 102 97 9 15 63 222 77 8 9
Privilege Misuse 1 4 74 27 74 186 3 16 9 63 16 93 338 7 10
Social Engineering 17 7 47 142 69 216 147 103 360 55 167 13 94 51 14
System|ntrusion | 74 - - 349 100 328 418 470 im . 233 372 99 - .
Environmental
Error 5 7 4 246 57 132 333 103 104 9 128 67 225 81 8 9
5 Hacking | 77 = 73 | 161 .. 303 119 418 745 464 818 . 229 564 380 73 196 125
E Malware | 71 . - 358 102 340 417 468 ‘@ . 235 - 431 101 . .
Misuse 1 4 75 2r 74 186 31 17 10 63 18 93 34 77 10
Physical 2 1 2 5 3 4 2 3 2 4 2
Social 23 24 63 158 74 232 161 17 410 61 {75 301 127 98 74 30
Embedded
Kiosk/Term 4 3
= Media 2 1 4 21 9 41 63 1 13 2 9 12 37 10 1 4
3
< Network 1 2 1 2 8 4 1 5 3 1
Person 74 230 161 176 300 127

23 24 63 158 18 418 61 98 74 30
-~ | il I [ =1 ] [ = R === [ (A D = = L
3 5 58 35 30 2 9 36 9

UserDev 11 50 10 2 2 7 7 44
e om cm e 2e = om e oe tom re me 0cm 0m =o  cm
QY © (4] prd | = o (Y] (Y] e [40) [V o = < = [aY) [39) O o
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Figure 74. Breaches by victim industry
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Industry
(NAICS)

Frequency

Top patterns

Threat actors

Actor motives

Data
compromised

Agriculture (11)

80 incidents, 55
with confirmed data
disclosure

System Intrusion,
Basic Web
Application
Attacks and Social
Engineering
represent 96% of
breaches

External (96%),
Internal (4%)
(breaches)

Financial (98%),
Espionage (33%),
Ideology (2%)
(breaches)

Internal (67%), Other
(39%), Secrets
(35%) (breaches)

Administrative (56)

153 incidents, 145
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Miscellaneous
Errors represent
97% of breaches

External (95%),
Internal (3%),
Partner (2%)
(breaches)

Financial (100%)
(breaches)

Internal (83%),
Credentials
(31%), Personal
(10%), Other (8%)
(breaches)

Construction (23)

307 incidents, 252
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Basic Web
Application Attacks
represent 96% of
breaches

External (97%),
Internal (3%)
(breaches)

Financial (77%),
Espionage (23%)
(breaches)

Internal (77%),
Credentials (31%),
Other (23%),
Secrets (21%)
(breaches)

Entertainment (71)

493 incidents, 293
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Miscellaneous
Errors represent
76% of breaches

External (71%),
Internal (29%)
(breaches)

Financial (97%),
Espionage (18%),
Ideology (3%), Fun
(1%) (breaches)

Personal (58%),
Other (39%), Internal
(32%), Credentials
(18%) (breaches)

Information (51)

1,589 incidents, 784
with confirmed data
disclosure

System Intrusion,
Basic Web
Application
Attacks and Social
Engineering
represent 82% of
breaches

External (83%),
Internal (17%),
Partner (1%)
(breaches)

Financial (78%),
Espionage (36%),
Ideology (1%)
(breaches)

Other (62%), Internal
(51%), Personal
(37%), Secrets
(27%) (breaches)

Management (55)

113 incidents, 107
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Privilege Misuse
represent 99% of
breaches

External (97%),
Partner (2%),
Internal (1%)
(breaches)

Financial (99%),
Espionage (1%)
(breaches)

Internal (95%),
Credentials
(33%), Medical
(1%), Personal
(1%), System (1%)
(breaches)

Mining + Utilities
(21+22)

422 incidents, 265
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Basic Web
Application Attacks
represent 92% of
breaches

External (94%),
Internal (8%),
Multiple (2%)
(breaches)

Financial (75%),
Espionage (55%),
Grudge (1%)
(breaches)

Internal (75%),
Secrets (49%),
Other (47%)
(breaches)

Table 4. At-a-glance table for victim industries without a section
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Industry
(NAICS)

Frequency

Top patterns

Threat actors

Actor motives

Data
compromised

Other Services (81)

683 incidents, 583
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Miscellaneous
Errors represent
79% of breaches

External (68%),
Internal (33%)
(breaches)

Financial (69%),
Espionage (31%)
(breaches)

Personal (57%),
Internal (48%), Other
(44%), Secrets (18%)
(breaches)

Professional (54)

2,549 incidents,
1,147 with confirmed
data disclosure

System Intrusion,
Social Engineering
and Basic Web
Application Attacks
represent 91% of
breaches

External (93%),

Internal (7%), Partner

(1%) (breaches)

Financial (88%),
Espionage (17%)
(breaches)

Internal (70%), Other
(25%), Credentials
(24%), Personal
(24%) (breaches)

Real Estate (53)

339 incidents, 320
with confirmed data
disclosure

System Intrusion,
Social Engineering
and Miscellaneous
Errors represent
84% of breaches

External (64%),
Internal (36%)
(breaches)

Financial (100%)
(breaches)

Personal (70%),
Internal (40%), Other
(27%), Bank (17%)
(breaches)

Transportation
(48-49)

361 incidents, 248
with confirmed data
disclosure

System Intrusion,
Basic Web
Application
Attacks and Social
Engineering
represent 91% of
breaches

External (94%),
Internal (7%),
Multiple (2%),
Partner (1%)
(breaches)

Financial (98%),
Espionage (16%),
Ideology (1%)
(breaches)

Internal (67%), Other
(25%), Credentials
(22%), Personal
(20%) (breaches)

Wholesale Trade
(42)

330 incidents, 319
with confirmed data
disclosure

System Intrusion,
Social Engineering

and Privilege Misuse

represent 98% of
breaches

External (97%),
Internal (3%)
(breaches)

Financial (100%)
(breaches)

Internal (93%),
Credentials (24%),
Other (3%), Personal
(3%), System (3%)
(breaches)

Table 4. At-a-glance table for victim industries without a section (continued)
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Educational Services

Frequency 1,075 incidents, 851
with confirmed data
disclosure

Top patterns  System Intrusion,

Miscellaneous

Errors and Social
Engineering represent
80% of breaches

External (62%),
Internal (38%)
(breaches)

Threat actors

Financial (88%),
Espionage (18%)
(breaches)

Actor motives

Data
compromised

Personal (58%),
Internal (49%), Other
(35%), Credentials
(12%) (breaches)

What is the
same?

System Intrusion,
Miscellaneous

Errors and Social
Engineering are still
the top three patterns,
as they have been for
the last two years.

Summary

While we saw a decrease in the number
of both incidents and breaches in the
Educational Services industry, the
attacks that we did see were along the
lines of what we have seen in the past.
System Intrusion is far and away the top
pattern, and it is driven by financially
motivated External actors.

The Educational Services sector is
typically a common target for nefarious
activity of various sorts. However, this
year we saw a decrease in the number
of both incidents and breaches that
occurred in this vertical. This is likely
less indicative of a drop in enroliment
of threat actors attacking the institutions
that educate the populace but instead
represents a change in visibility due to
the makeup of our data contributors
this year.

Seating
assignments

The System Intrusion, Miscellaneous
Errors and Social Engineering patterns
are the top three patterns for the third
year in a row. Although Miscellaneous
Errors (26%) surpassed Social
Engineering (17%) this year, System
Intrusion was able to earn top marks
once again (Figure 75). This likely
indicates that the Educational Services
sector is under fire from sophisticated
actors who will complete the extra credit
assignments required to gain access to
this industry’s data.

NAICS
61

When we turn our attention to the
actions that threat actors are utilizing
to compromise educational institutions,
Figure 76 shows a good mix of Malware
(42%) and Hacking (36%), as one might
expect given the fact that System
Intrusion is the number one pattern.
The top placement of this pattern also
means the most prevalent variety of
malware in this industry is Ransomware
(30%). To complete that narrative, we
saw the Use of stolen credentials (24%)
at the top of the hacking varieties.

Error continues the ever-so-slight
upward trend in Educational Services
that we have seen for the last three
years. Errors accounted for 29% of
breaches, with the top variety being
Misdelivery at 17%. Finally, bringing up
the rear, we have Social Engineering at
16% of Educational Services breaches.
If we break the Social Engineering
breaches down a bit further, we see that
77% of that 16% is made up of Phishing
while only 7% is Pretexting.

Figure 75. Top patterns over time in Educational Services breaches

2025 DBIR Industries

73



